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Care without compromise. Nondiscrimination Notice

InterMed, P.A. complies with applicable Federal civil rights laws and does not discriminate on the basis of race, color,
national origin, age, disability, or sex. InterMed, P.A. does not exclude people or treat them differently because of race,
color, national origin, age, disability, or sex.
InterMed, P.A.:
«* Provides free aids and services to people with disabilities to communicate effectively with us, suchas:
= Qualified sign language interpreters
= Written information in other formats
*»* Provides free language services to people whose primary language is not English, such as:
= Qualified interpreters

= Information written in other languages

If you believe that InterMed has failed to provide these services or discriminated in another way on the basis of race,
color, national origin, age, disability, or sex, you can file a grievance in person or by mail, fax, or email.

InterMed, P.A.

Compliance Officer

84 Marginal Way, Suite 900
Portland, Maine 04101

Phone: 207-347-2937
Fax: 207-523-1428
Email: compliance@intermed.com

You can also file a civil rights complaint with the U.S. Department of Health and Human Services, Office for Civil Rights,
electronically through the Office for Civil Rights Complaint Portal, available at
https://ocrportal.hhs.gov/ocr/portal/lobby.jsf or by mail or phone at:

U.S. Department of Health and Human Services 200
Independence Avenue, SW

Room 509F, HHH Building

Washington, D.C. 20201

1-800-368-1019, 800-537-7697 (TDD)

Complaint forms are available at http://www.hhs.gov/ocr/office/file/index.html.
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At InterMed, interpreters are available at no cost to assist with communication between health care providers and
patients whose primary language is not English. Patients should indicate if they need an interpreter when requesting
an appointment.

ATTENTION: If you speak English, language assistance services are available to you, free of charge. Call 1-207-774-5816.

ATTENTION : Si vous parlez francais, des services d'aide linguistique vous sont proposés gratuitement. Appelez le 1-207-
774-5816.

ATENCION: si habla espafiol, tiene a su disposicién servicios gratuitos de asistencia lingiistica. Llame al 1-207-774-
5816.

AR MRTBEREESX, BuUKREESESEMRE, EFBE 1-207-774-5816.

XIYYEEFFANNAA: Afaan dubbattu Oroomiffa, tajaajila gargaarsa afaanii, kanfaltiidhaan ala, ni argama. Bilbilaa 1-
207-774-5816.

CHU Y: N&u ban néi Tiéng Viét, cé cac dich vu ho tro ngdn ngit mién phi danh cho ban. Goi s& 1-207-774- 5816.
1-207-774-5816 3y sl -0lmalls el 43155 Ligalll stsluned] ilods l8 cdalll ,S3 Eakons S 13] s gk

[UWSHE CUTCSNASTLIOW MAni ey, tona S Wi Miman LEwESAAN! AHCE IS UL G)l SINN€) 1-207-774-5816.

BHUMAHMUE: Echu Bbl rOBOpPUTE HA PYCCKOM f3blKe, TO BaM A0CTYMHbI becniaTHble ycayru nepesoga. 3soHute 1-207-
774-5816.

PAUNAWA: Kung nagsasalita ka ng Tagalog, maaari kang gumamit ng mga serbisyo ng tulong sa wika nang walang
bayad. Tumawag sa 1-207-774-5816.

ACHTUNG: Wenn Sie Deutsch sprechen, stehen Ihnen kostenlos sprachliche Hilfsdienstleistungen zur Verfligung.
Rufnummer: 1-207-774-5816.

Fou: maaug M MeasiananToy 55 e amamnlang Tns 1-207-774-5816.

PIN KENE: Na ye jam né Thuanjan, ke kuony yené koc waar thook at3 kuka léu y6k abac ke cin wénh cuaté piny. Yuapé 1-
207-774-5816.

FO|: St 0{E ALESHA = 42, A0 X| & MH|AE 222 0|85 = UESLICL 1-207-774-5816
HOo 2 MoliFMAIL.

UWAGA: Jezeli mowisz po polsku, mozesz skorzystac z bezptatnej pomocy jezykowej. Zadzwon pod numer 1-207-774-
5816.

EERIE BAREZFHEINDEGE. BHOEEXEZCFRAWEITET, 1-207-774-5816 £T. HBEEICT
TEHKLTEESLY,
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Care without compromise. Notice Of Privacy Practices

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU (AS A PATIENT OF INTERMED) MAY BE USED AND
DISCLOSED, AND HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE REVIEW ITCAREFULLY.

A. OUR COMMITMENT TO YOUR PRIVACY

InterMed is dedicated to maintaining the privacy of your protected health information (PHI). In conducting our
business, we will create records regarding you as well as the treatment and services we provide to you. We are
required by law to maintain the confidentiality of these records. We are also required by law to provide you with this
notice of our legal duties and the privacy practices that we maintain concerning your PHI, and we must follow the
terms of this notice.

The terms of this notice apply to all records containing your PHI that are created or retained by InterMed. We
reserve the right to revise or amend this Notice of Privacy Practices (Notice), any revision or amendment to this
notice will be effective for all your records that InterMed has created or maintained in the past, and for any records
that we may create or maintain in the future. There is a copy of this notice at the front desk of each InterMed site
and it is available on our website at www.intermed.com. You may obtain a paper copy of this notice by requesting
one from the front desk staff or the Practice Manager of any InterMed site.

B. IF YOU HAVE QUESTIONS ABOUT THIS NOTICE, PLEASE CONTACT:

Privacy Officer

84 Marginal Way Suite 900

Portland, ME 04101

Phone: 207-523-3957

Email: privacyofficer@intermed.com

C. WE MAY USE AND DISCLOSE YOUR PROTECTED HEALTH INFORMATION (PHI)IN THE FOLLOWING WAYS
The following categories describe the different ways in which we may use and disclose your PHI.

1. Treatment. InterMed may use your PHI to treat you. Forexample:

a) You may have laboratory tests (such as blood or urine tests) performed at InterMed or anoutside
provider, and we may use the results to help us reach adiagnosis.

b) We might use your PHI to write a prescription for you, or we might disclose your PHI toa pharmacy when
we order a prescription foryou.

¢) Many of the people who work for InterMed — including, but not limited to, doctors, clinical assistants,
laboratory technicians, radiology technicians, and nurses — may use or disclose your PHIto treat you or to
assist others in your treatment.

d) We may disclose your PHI to others who may assist in your care, such as your spouse, children,or
parents.

e) We may disclose your PHI to other health care providers for purposes related to yourtreatment.

2. Payment. InterMed may use and disclose your PHI to bill and collect payment for theservices and items you
may receive from us. For example:
a) We may contact your health insurer to certify that you are eligible for benefits (and for what range of
benefits), and we may provide your insurer with details regarding your treatment to determine if your
insurer will cover, or pay for, yourtreatment.

Effective Date of this Notice: 09/23/2013 Revised 11/2016
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b) We may use and disclose your PHI to obtain payment from third parties that may be responsiblefor such
costs, such as family members, care givers, personal representatives, etc.

c¢) We may use your PHI to bill you directly for services and items.

d) We may disclose your PHI to other health care providers and entities to assist in their billingand
collection efforts.

3. Health Care Operations. InterMed may use and disclose your PHI to operate and improve ourbusiness. For
instance:
a) InterMed may use your PHI to evaluate the quality of careyou received from us, or to conduct cost-
management and business planning activities for InterMed.
b) We may disclose your PHI to other health care providers and entities who currently have or have had a
relationship with you in the past to assist in their health care operations.
¢) We may use your PHI to obtain accreditation, credentialing or licensing of our doctors or other
health care personnel.

4. Health Information Exchanges. InterMed may use/share information with other health care providersor
information exchanges, such as:

a) The MaineHealth Ambulatory Electronic Medical Record Program which allows electronic patient medical
records stored in a Clinical Data Repository to be available (i) to MaineHealth physicians and allied health
professionals working at MaineHealth facilities (such as Maine Medical Center, Stephens Memorial
Hospital, Miles Memorial Hospital and St. Andrews Hospital) and (ii) to other area physician practices
which participate in the Electronic Medical Record Program. Under this program, we (i) will disclose your
PHI to the Maine Health System through their Clinical Data Repository and (ii) may use PHI pertaining to
you that has been submitted to the MaineHealth Clinical Data Repository by other of your health care
providers to assist us in your treatment.Should you become a patient of Maine Health, your PHI disclosed
by InterMed will be available to your provider there so that he/she can utilize it for your treatment.
Sharing your information with Maine Health may mean that physicians at Maine hospitals or specialist
groups will be able to treat you faster or more thoroughly.

b) The Maine state-wide health information exchange through HealthinfoNet. This exchangeis
designed to connect health care providers throughout the state.

c) RX-Hub, an information exchange where prescription drug information is shared with
participating pharmacies.

If you wish to elect to “opt out” or withdraw your information from any of these exchanges or refuse to grant
InterMed access to information on one specific or any of the healthinformation exchanges listed above, please contact
the privacy officer.

5. Appointment Reminders. InterMed may use and disclose your PHI to contact youand remind you of an
appointment.

6. Treatment Options. InterMed may use and disclose your PHI to inform you ofpotential treatment options
or alternatives.

7. Health-Related Benefits and Services. InterMed may use and disclose your PHI toinform you of health-
related benefits or services that may be of interest to you.

8. Release of Information to Family/Friends. InterMed may release your PHI to a friendor family member that is
involved in your care, or who assists in taking care of you; provided that such disclosures will be limited to your PHI
that is relevant to their involvement in your care or the payment for your care. For example, a parent or guardian
may ask that a babysitter to take their child to the pediatrician’s office for treatment of a cold. In this example, the
babysitter may have access to this child’s medical information. If you are present, your PHI will be disclosed to a
friend or family member if; we obtain your consent, we provide you with an opportunity to object and you do not

Effective Date of this Notice: 09/23/2013 Revised 11/2016



object, or we reasonably assume that you do not object. If you are not present or you do not have an opportunity to
agree or object because of incapacity or emergency, we may make disclosures that, in our professional judgment,
are in your bestinterest.

9. Disclosures Required by Law. InterMed will use and disclose your PHI when we are requiredto do so by
federal, state, or local law. We will disclose your health information:
a) Onrequest of a law enforcement official if you are or are suspected to be a victim of a crime and
we are unable to obtain your authorization.
b) To alert a law enforcement official of your death if we suspect your death may haveresulted from
criminal conduct.
c) To alaw enforcement official when we believe your health information is evidence of criminal
conduct that has occurred on our premises.
d) To alaw enforcement official, in an emergency, to report a crime, the location or victims of a crime,
and the identity of the person who committed the crime.
e) To a medical examiner or coroner to identify a deceased person, determine the cause of death, or
other duties authorized by law.
f) To prevent or lessen a serious and imminent threat to the health or safety of a person or the
public.

10. Fundraising. If InterMed or an organization owned by InterMed engages in fundraising we may use a limited
portion of your PHI for this purpose; however, you do have the right to “opt out” or request thatyour PHI not be
used for fundraising. We will honor any requests received in writing by the Privacy Officer.

D. USE AND DISCLOSURE OF YOUR PHI IN CERTAIN SPECIAL CIRCUMSTANCES
The following categories describe unique scenarios in which we may use or disclose your protected health information:

1. Public Health Risks. InterMed may disclose your PHI to public health authorities thatare authorized by law to
collect information for the purpose of:

a) Maintaining vital records, such as births and deaths.

b) Reporting child abuse or neglect.

c) Preventing or controlling disease, injury, or disability.

d) Notifying a person regarding potential exposure to a communicable disease.

e) Notifying a person regarding a potential risk for spreading or contracting a diseaseor

condition.
f) Reporting reactions to drugs or problems with products or devices.

g) Notifying individuals if a product or device they may be using has beenrecalled.

h) Notifying appropriate government agency(ies) and authority(ies) regarding the potential abuseor
neglect of an adult patient (including domestic violence); however, we will only disclose this
information if the patient agrees, or we are required or authorized by law to disclose this information.

i)  Notifying your employer under limited circumstances related primarily to workplace injuryor iliness or
medical surveillance.

2. Health Oversight Activities. InterMed may disclose your PHI to a health oversight agency for activities authorized
by law. Oversight activities can include investigations, inspections, audits, surveys, licensure,and disciplinary actions;
civil, administrative, and criminal procedures or actions; or other activities necessary for the government to monitor
government programs, compliance with civil rights laws and the health care system in general.

3. Lawsuits and Similar Proceedings. InterMed may use and disclose your PHI in response to a court or

administrative order. We also may disclose your PHI in response to a discovery request, subpoena, orother lawful
process by a party, but only if we have made an effort to inform you of the request or InterMed receives satisfactory

Effective Date of this Notice: 09/23/2013 Revised 11/2016



evidence that the party issuing the request has complied with the law and reasonable efforts have been made to
secure a qualified protective order concerning the information requested.

4. Law Enforcement. We may release PHI if asked to do so by a law enforcementofficial:

a) Regarding a crime victim in certain situations, if we are unable to obtain theperson’s
agreement.

b) Concerning a death, we believe has resulted from criminal conduct.

¢) Regarding criminal conduct at our offices.

d) Inresponse to a warrant, summons, court order, subpoena, or similar legal process.

e) To identify/locate a suspect, material witness, fugitive, or missing person.

f) In an emergency, to report a crime (including the location or victim(s) of the crime, orthe
description, identity, or location of the perpetrator).

5. Deceased Patients. InterMed may release PHI to a medical examiner or coroner to identify a deceased individual
or to identify the cause of death. If necessary, we also may release information to funeraldirectors in order to
perform their jobs.

6. Organ and Tissue Donation. InterMed may release your PHI to organizations that handle organ, eyeor tissue
procurement or transplantation, including organ donation banks, as necessary to facilitate organ or tissue donation
and transplantation if you are an organ donor.

7. Research. InterMed may use and disclose your PHI for research purposes in certain limited circumstances. We

will obtain your written authorization to use your PHI for researchpurposes except when an IRB or Privacy Board has
determined that the waiver of your authorization satisfies the following: (i) the use or disclosure involves no more
than a minimal risk to the individual’s privacy based on thefollowing:

(A) an adequate plan to protect the identifiers from improper use and disclosure; (B) an adequate plan to destroy the
identifiers at the earliest opportunity consistent with the research (unless there is a health or research justification for
retaining the identifiers or such retention is otherwise required by law); and (C) adequate written assurances that the
Protected Health Information (PHI) will not be re-used or disclosed to another person or entity (except as required by
law) for authorized oversight of the research study, or for other research for which the use or disclosure would
otherwise be permitted; (ii) the research could not practicably be conducted without the waiver; and (iii) the research
could not practicably be conducted without access to and use of the PHI.

8. Serious Threats to Health or Safety. InterMed may use and disclose your PHI when necessary toreduce or prevent
a serious threat to your health and safety or the health and safety of another individual or the public. Under these
circumstances, we will only make disclosures to a person or organization able to help prevent the threat.

9. Military. InterMed may disclose your PHI if you are a member of U.S. or foreign militaryforces (including
veterans) and if required by the appropriate authorities.

10. National Security. InterMed may disclose your PHI to federal officials for intelligence and national security
activities authorized by law. We also may disclose your PHI to federalofficials in order to protect the President,
other officials, foreign heads of state, or to conductinvestigations.

11. Inmates. InterMed may disclose your PHI to correctional institutions or law enforcement officials if you are an
inmate or under the custody of a law enforcement official. Disclosure for these purposeswould be necessary: (a)

for the institution to provide health care services toyou,

(b) for the safety and security of the institution, and/or (c) to protect your health and safety or the health and safety
of other individuals.

12. Workers’ Compensation. InterMed may release your PHI for workers’ compensationand similar programs.

Effective Date of this Notice: 09/23/2013 Revised 11/2016



13. Immunizations. InterMed may release immunization records to schools, educationalinstitutions, and
licensed youth camps with your consent.

E. YOUR RIGHTS REGARDING YOUR PHI
You have the following rights regarding the PHI that we maintain about you:

1. Confidential Communications. You have the right to request that InterMed communicate with you about your
health and related issues in a particular manner or at a certain location. For instance, you may ask that we contact
you at home, rather than work. In order to request a type of confidential communication, you must make a written
request to the site/unit Practice Manager specifying the requested method of contact, or the location where you
wish to be contacted. InterMed will accommodate reasonable requests.

2. Requesting Restrictions. You have the right to request a restriction in our use or disclosure of yourPHI for
treatment, payment, or health care operations. Additionally, you have the right to request that we restrict our
disclosure of your PHI to only certain individuals involved in your care or the payment for your care, such as family
members and friends. We are not required to agree to your request; however, if we do agree, we are bound by our
agreement except when otherwise required by law, in emergencies, or when the information is necessary to treat
you. In order to request a restriction in our use or disclosure of your PHI, you must make your request in writing to
the Privacy Officer. Your request must describe in a clear and concise fashion:

(a) The information you wish restricted;

(b) Whether you are requesting to limit InterMed’s use, disclosure or both; and

(c) To whom you want the limits to apply

We are required to agree to your request to restrict PHI from disclosure to a health plan provided that you have paid
100% for any of the services you request to be restricted.

3. Inspection and Copies. You have the right to inspect and obtain a copy of the PHI that may be used to make
decisions about you, including your medical record and billing records. You must submit your request in writing to the
Health Information Management Department in order to inspect and/or obtain a copy of your PHI. InterMed may
charge a fee for the costs of copying, mailing, labor, and supplies associated with your request. InterMed may deny
your request to inspect and/or copy in certain limited circumstances; however, you may request a review of our
denial, by another licensed health care professional chosen by us. The person who conducts the review will not be
the same person who denied your request. We will comply with the decision made on review.

4. Amendment. You may ask us to amend your health information if you believe it is incorrect or incomplete. To
request an amendment, your request must be made in writing and submitted to the Privacy Officer along with
reasons that support your request. Your request will be denied if it is not submitted in writing. Also, we may deny
your request if you ask us to amend information that is in our opinion: (a) accurate and complete; (b) not part of
the PHI kept by or for the practice; (c) not part of the PHI whichyou would be permitted to inspect and copy; or (d)
not created by InterMed, unless the individual or entity that created the information is not available to amend the
information.

5. Accounting of Disclosures. All of our patients have the right to request an “accounting ofdisclosures.” An
“accounting of disclosures” is a list of certain non-routine disclosures InterMed has made of your PHI excluding
disclosures pursuant to a valid authorization, or those made for treatment, payment orhealthcare operations. Use of
your PHI as part of the routine patient care in InterMed is not required to be documented. In order to obtain an
accounting of disclosures, you must submit your request in writing to the site/unit Practice Manager. All requests for
an “accounting of disclosures” must state a time period, which may not be longer than six (6) years from the date of
disclosure. The first list you request within a 12-month period is free of charge, but InterMed may charge you for
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additional lists within the same 12-month period. InterMed will notify you of the costs involved with additional
requests, and you may withdraw your request before you incur any costs.

6. Right to a Paper Copy of This Notice. Paper copies of this notice are available at the front desk or can be obtained
by contacting the site/unit Practice Manager, the Privacy Officer or other member of the management staff. This
notice is also posted on our website, www.intermed.com.

7. Right to File a Complaint. If you believe your privacy rights have been violated, you may file a complaint
with InterMed or with the Secretary of the Department of Health and Human Services. Ifyou wish to file a
complaint with InterMed, please contact our Privacy Officer. All complaints must be submitted in writing. You
will not be penalized for filing acomplaint.

8. Right to Provide an Authorization for Other Uses and Disclosures. InterMed willobtain your written
authorization for uses and disclosures that are not identified by this notice or permitted by applicable law. Any
authorization you provide to us regarding the use and disclosure of your PHI may be revoked at any time in writing.
After you revoke your authorization, we will no longer use or disclose your PHI for the reasons described in the
authorization.

9. Right to Notification of Breach of Your Unsecured Health Information. You have a right to notification of any
breach of your unsecured PHI. That means you are entitled to receive notice of any access, use or disclosure of your
unsecured PHI that is not permitted under applicable law and which is determined to be subject to the breach
reporting rules. Following discovery of a breach of your unsecured PHI, we will notify you of the breach by sending
written notice to you by first class mail at your last known address. We will notify you following our investigation of
the circumstances surrounding the breach, but in no event later than 60 calendar days after the date we discover the
breach. We will notify you by telephoneor other expedited means, in addition to written notice, in any situation we
believe is urgent because of a possible imminent misuse of your unsecured PHI. When required by applicable law, we
will also provide notification of a breach to the media and/or to the Secretary of the U.S. Department of Health &
Human Services.

If you have any questions regarding this notice or our health information privacy policies, please contact InterMed’s
Privacy Officer at (207) 523-3957 or privacyofficer@intermed.com.

Effective Date of this Notice: 09/23/2013 Revised 11/2016
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